
 
  
 
 
 
 
 
 

Online Security Best Practices 
 

 

Businesses face increasing challenges in creating a secure online environment. First Republic is committed to helping you meet 
these challenges through improved processes and technological solutions. We recommend implementing a combination of 
protective measures as part of a comprehensive security plan to minimize risk. The following are a few industry best practices: 

 
Reconcile online banking activity frequently. Best practice is to review all online activity at the beginning and end of the  
work day.  
 
Segregate financial transaction responsibilities. Require at least two users to initiate, approve and release wires or  
ACH payments. 

 
Train employees how to protect themselves and your company. 

o Protect online passwords and do not share with anyone. 
o Do not use the same online banking username and passwords as credentials for other online accounts. 
o Create strong passwords and change them regularly. Select passwords that are not common words and contain a mixture 

of upper and lower case letters, numbers and symbols. 

o Be wary of suspicious emails. Do not open attachments, click on links or respond to emails from suspicious or unknown 
senders. These activities can potentially infect business computers with malicious software that allows hackers to steal 
passwords or perform fraudulent transactions. 

o Report malicious emails (“phishing”) and any suspicious or unexpected activity related to online banking. 
 
Install enterprise software to protect your network. 

o Limit the ability of employees to access their personal email and social media accounts, and prevent access to 
questionable Internet sites such as gambling, pornography and hate sites. 

o Scan and filter inbound emails to detect spam and malicious emails. 
 
Secure all computer systems. 

o Use Trusteer Rapport security software, which provides online fraud protection for online banking transactions 
(free security software available for download at www.firstrepublic.com/trusteer).  

o Keep your operating system and web browser up to date. Malware exploits vulnerabilities in operating systems and 
software applications, so install updates on a regular basis. 

o Use spyware and virus protection software and keep it up-to-date. 
o Be wary of conducting online banking activities on public/shared computers. Online banking activities and viewing or 

downloading documents (statements, etc.) should be conducted, when possible, on a computer you know to be safe and 
secure. 

 
Periodically perform an assessment of the technology, processes and controls used for banking to identify any weaknesses or 
vulnerabilities. 
 
Dedicate a single computer for exclusive use for online transactions if permitted by your business processes; do not allow the 
computer to be used for email or general Web surfing. This will minimize the possibility that the computer could be infected by 
emails with malicious attachments or links to fraudulent websites.  
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